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Abstract—When formal verification identifies the presence of
a bug in a design, it is required to rectify the circuit at some
net(s). Modern approaches formulate the rectification test as
an unsatisfiability proof, and then use Craig interpolants (CI)
in propositional logic to compute the corresponding rectifica-
tion functions. Boolean SAT and CI engines are infeasible in
rectification of finite field arithmetic circuits, where polynomial
algebra is more suitable. Recently, it was shown that CI exist in
polynomial algebra in finite fields. This paper presents a detailed
theory and algorithms for CI in finite fields, and characterizes
the lattice of all algebraic interpolants. Using the Grobner basis
algorithm, we present techniques to traverse the interpolant
lattice. This allows to explore various interpolants for efficient
synthesis of rectification functions for finite field arithmetic
circuits. Experimental results are presented that demonstrate the
efficacy of our approach.

I. INTRODUCTION

Formal verification of arithmetic circuits checks whether
a circuit netlist correctly implements a given specification
model. When the presence of a bug is detected in the design,
the task of rectification needs to be performed. It is required
to identify a set of nets where the circuit can be rectified,
and to compute the corresponding rectification functions.
Contemporary debugging and rectification approaches [1] [2]
[3] model the problem as one of partial synthesis, where: i) the
rectification test is first formulated as a Boolean SAT problem
[3]; ii) the computation/synthesis of the rectification function
is formulated as a Quantified Boolean Formula (QBF) solving
problem [1] [2]; and iii) the rectification function is practically
synthesized using either iterative SAT solving [2] [4], or Craig
Interpolants (CI) [5] in propositional logic [3].

The aforementioned approaches have become quite adept
at debugging and rectification of erroneous circuits — as
well as for synthesizing engineering change order (ECO)
patches. However, they are mostly suitable for control domi-
nated applications. These techniques are infeasible for debug
and rectification of large non-linear arithmetic circuits, as
the Boolean SAT/QBF/interpolation model is infeasible for
arithmetic circuits. To overcome these limitations, polynomial
models and algorithms from symbolic computer algebra have
been recently proposed for rectification of buggy arithmetic
circuits [6] [7] [8]. The approach of [8] addresses integer
arithmetic circuits. However, their algorithm is incomplete and
incorrect, as it cannot always compute a rectification function;
interested readers may refer to [9] for an explanation and a
counter-example to their claims.

In our recent publication [6], we presented an approach to
debug and rectify arithmetic circuits that implement polyno-
mial computations over finite fields of 2k elements, denoted
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F,, where q = 2. Given a polynomial specification and a
buggy finite field arithmetic circuit (with no assumptions on
the number or the type of bugs), we presented an algebraic
approach that ascertains whether the buggy circuit can be
rectified at only one particular given net x; — i.e. we addressed
single-fix rectification. The problem was formulated using
the Weak Nullstellensatz in F, [10], and solved using the
Grobner basis (GB) algorithm [11]. Subsequently, we showed
that CI exist in polynomial algebra over finite fields. We
further showed how to compute an interpolant using the GB
algorithm, and how to compute a rectification function from
an algebraic interpolant.

In the above setting [6], algebraic interpolants correspond to
varieties — subsets of the n-dimensional affine space I — and
are represented by polynomial ideals, or more precisely, by a
Grobner basis of corresponding ideals. While our approach in
[6] has shown promise in the rectification of large arithmetic
circuits, the presented theory of algebraic CI is incomplete
in many ways: Firstly, only the existence of an interpolant
in finite fields was demonstrated, and a detailed proof was
not provided. Moreover, there can be many (though a finite
number of) interpolants in Fy, each of which may correspond
to rectification functions of various synthesis costs in terms of
area and delay of the circuit. It is desirable to characterize and
explore the lattice of all algebraic interpolants, thus exploring
rectification functions of various implementation costs.

Contributions: This paper presents a complete theory of
Craig Interpolants in finite fields IF,, with applications to
logic synthesis of rectification functions for buggy finite field
arithmetic circuits. Based on the concept of interpolants in
polynomial algebra over finite fields I, presented in [6], this
paper makes the following new contributions: 1) Formally
prove the existence of CI in [F,. 2) Derive the relationship
of interpolants with elimination ideals, and show how to
compute them using Grobner bases. 3) Compute the smallest
interpolant, i.e. the one contained in every other interpolant.
Analogously, compute the largest interpolant, i.e. the one
containing all other interpolants. 4) Count the total number
of all possible interpolants. 5) We show how to enumerate all
interpolants so as to synthesize various rectification functions
with different area/delay costs of the implemented network.
6) Present experimental results on finite field circuits used in
cryptography to demonstrate the efficacy of our approach.

Paper Organization: The following Section reviews the
preliminary background. Section III reviews the results of [6]
on rectifiability of buggy circuits. Section IV describes the
complete theory of CI in F,. Experiments are described in
Section V and Section VI concludes the paper.



II. PRELIMINARIES: NOTATION & BACKGROUND

Let F, denote the finite field of ¢ elements where g = 2K and
k is the operand width. Let R =IF[x1,...,x,] be the polynomial
ring in n variables xi,...,x,, with coefficients from F,. A
monomial m; is a power product of variables x{!-x3?---xé,
where e; € Z>¢,i € {1,...,n}. A polynomial f € R is written
as a finite sum of terms f = cym; +coymy + - - - + ¢;m;, where
ci,...,c; are coefficients and my,...,m; are monomials. A
monomial order > (or a term order) is imposed on the ring
so that the monomials of all polynomials f = cym; + coma +
-+++c¢;my; are ordered w.r.t. >, such that my > my > --- > m;.
Subject to >, lt(f) = cymy, Im(f) =my, lc(f) = ¢y, are the
leading term, leading monomial and leading coefficient of f,
respectively. In this work, we employ lexicographic (lex) term

orders (see Definition 1.4.3 in [11]).

We model the given circuit C by a set of multivariate
polynomials fi,...,f; € Fulxi,...,x,); here xi,...,x, denote
the nets (signals) of the circuit. Every Boolean logic gate of
C is represented by a polynomial in F,, as F» C Fy. This is
shown below. Note that in Fyr, —1 = +1.

z = -a — z+a+1 (mod2)
z = aAb — z+a-b (mod2) "
z = aVb — z+a+b+a-b (mod2)
7 = a®b — z+a+b (mod?2)

Given a set of polynomials F = {f,...,fs} in R, the ideal
J C R generated by them is: J = (fi,.... fs) ={X_ hi- fi: hi €
R}. The polynomials fi,..., f; form the generators of J.

Leta=(ai,...,a,) € F be a point in the affine space, and
f a polynomial in R. If f(a) =0, we say that f vanishes on
a. The set of all common zeros of the polynomials of F that
lie within the field I, is called the variety. Variety depends
on the ideal generated by the polynomials. We denote it by
Ve, (1) =V({J)=V(fi,....fs) ={a €FL:Vf €], f(a) = 0}.

Given two ideals J; = (f1,..., fs),J2 = (l,...,h), the sum
Ji+D={fi,..,fs,h1...,h), and their product J; -J, = (f;-
hj:1<i<s,1<j< r). Ideals and varieties are dual concepts:
Vh+4h)=V(h)NV(h), and V(J; - o) =V(J))UV(h).
Moreover, if J; C J, then V(J1) D V(J3).

Grobner Basis of Ideals: An ideal may have many different
sets of generators: J = (fi,...,fs) = -~ = {(g1,-..,&) such
that V(J) =V (fi,....fs) =---=V(g1,...,&). Given a non-
zero ideal J, a Grobner basis (GB) for J is a finite set of
polynomials G = {g1,...,g} satisfying ({Im(f) | f€J}) =
(Im(g1),-..,Im(g)). Then J = (G) holds and so G = GB(J)
forms a basis for J. Buchberger’s algorithm (see Alg. 1.7.1
in [11]) takes as input the set of polynomials F ={fi,...,fs}
and computes the GB G ={gi,...,& }- A GB can be reduced
to eliminate redundant polynomials from the basis. A reduced
GB is a canonical representation of the ideal.

Algebraic Miter for Equivalence Checking: Given fi,.
as the specification polynomial and C as a given circuit imple-
mentation, we need to construct an algebraic miter between
fspec and C. For equivalence checking, we need to prove
that the miter is infeasible. Fig. 1 depicts how a word-level
algebraic miter is setup. Suppose that A = {ay,...,ax_1} and
Z={zp...,2x—1} denote the k-bit primary inputs and outputs
of the finite field circuit. Then A = Zif:—ol aiol,Z = ):f:_(} ziol

correspond to the word-level polynomials for the inputs and
outputs of the circuit. Here o is the primitive element of F.
Let Z; be the word-level output for fp.., which computes
some polynomial function # (A) of A, so that f;pe. : Zs+ F (A).
The word-level outputs Z,Z; are mitered to check if for all
inputs, Z # Z; is infeasible.

Spec Poly
. Zg
fsper: ZS+]:(A) 5 »
Zs# 7
A Fn i UZ ~Z5) 1
Circuit Implementation C
Z
{fl' T fg} Word-Level
Miter

Fig. 1: Word-Level Miter

In finite fields, the disequality Z # Z; can be modeled as
a single polynomial f,, called the miter polynomial, where
fm=1t-(Z—Z;)—1, and 1 is introduced as a free variable. The
idea behind f,, is that when Z # Z for some input, then f,, =0
has solutions where t = (Z —Z;)~'. When Z = Z, no value of
t satisfies f,, =0 as -0 # 1. In this way, equivalence checking
using the algebraic model is solved as follows: Construct an
ideal J = (fspecs f1,- - - fs, fm) for the miter as described above.
Then determine if the variety V(J) = 0? If V(J) = 0, the miter
is infeasible, and C implements f;p... Otherwise, there exists
a bug in the design.

The Weak Nullstellensatz: To ascertain whether V(J) =0,
we employ the Weak Nullstellensatz over FF,. For all elements
o € F 07 = a. Therefore, the polynomial x? —x vanishes
everywhere in [y, and is called the vanishing polynomial of
the field. Let Jo = (x —xy,...,x1 —x,) be the ideal of all
vanishing polynomials in R.

Theorem II.1 (The Weak Nullstellensatz over finite fields
(from Theorem 3.3 in [12])). For a finite field F, and the
ring R=Ty[x1,....x,], let J=(f1,...,fs) CR, and let Jo =
(X1 —x1,...,x1 —xn) be the ideal of vanishing polynomials.
Then V(J) =0 < 1€J+Jy < GB(J+Jy)={1}.

Thus, for equivalence check, we compute a reduced GB
G = GB(J +Jp) corresponding to the miter, and see if G = {1}.
If G # {1}, then there exists a bug in the design, which has to
be rectified. Note that when G = GB(J +Jp) # {1}, the variety
Vr,(J) is finite. Consequently, Grobner bases allow to count
the number of solutions Vg, (J)|. For a GB G, let LM(G)
denote the set of leading monomials of all elements of G:

LM(G) = {lm(g1),...,Im(g)}.
Definition IL.1 (Standard Monomials). Let X¢ = x{'---x¢n

n
denote a monomial. The set of standard monomials of G is

defined as SM(G) = {X°¢:X°® ¢ (LM(G))}.

Theorem IL.2 (Counting the number of solutions (Theorem
3.7in [12])). Let G=GB(J+Jy), and |SM(G)| = m, then the
ideal J vanishes on m distinct points in Fy. In other words,

V(J)| = ISM(G)|.

The Strong Nullstellensatz: Given an ideal J C R and
V(J) C Iy, the ideal of polynomials that vanish on V(J) is
IVJ))={f€R:VYacV(J)),f(a)=0}. If I; C I, are ideals



then V(1;) D V(L1), and if V; C V; are varieties, then (V) D
I(V2). The Strong Nullstellensatz [13] describes I(V (J)).

Theorem IL3 (The Strong Nullstellensatz over finite
fields (Theorem 3.2 in [I0])). For any ideal J C
Fylxt,. .. x), I(VFq(J)) =J+Jo.

Projection of varieties and elimination ideals: Given
an ideal J = (fi,...,fs) C R and its variety V(J) C Fp,
the [-th projection of V(J) denoted as Pr;(V(J)) is the
mapping Pri(V(J)) : Fj — IFZ_I, Pri(ai,...,a141,-..,ay) =
(ais1,...,an), for every a = (ai,...,a,) € V(J). Projections
of varieties are related to elimination ideals, used extensively
in this paper.

Definition IL.2. Given an ideal J C Fy[xy,...,x,], the [-th
elimination ideal J; is an ideal in R defined as J; =JN
Fy[xi41,...,x,]. Moreover, given an ideal J C R and its GB
G w.r.t. the lexicographical (lex) order on the variables where
X1 > Xxp > -+ > xp, then for every 0 < <n we denote by
Gj the GB of /-th elimination ideal of J and compute it as:
G = GﬁFq[lerh...,xn].

Lemma ILI.1 (Lemma 3.4 in [10]). Given an ideal J C R that
contains the vanishing polynomials of the field (i.e. J D Jy),
then Pry(V(J)) =V (J;), i.e. the I-th projection of the variety
of ideal J is equal to the variety of its /-th elimination ideal.

III. RECTIFICATION AND CRAIG INTERPOLANTS IN F,

Based on the model of Fig. 1, suppose that equivalence
checking detects the presence of a bug in the design. Suppose
further that subsequent diagnosis reveals a subset A’ of nets
of C where the circuit might be rectified. Rectification at net
x; € N implies that there exists a (hitherto unknown) polyno-
mial function U (Xpy) s.t. x; = U (Xp;), where Xp; C {x1,...,x,}
is the set of primary inputs of C. To ascertain single-fix
rectifiability at x;, [6] presented the following result:

Represent the rectification function at target net x; by a
polynomial f; : x; + U(Xps). Construct the ideal J from the
miter, with the polynomials for the gates fi,...,f; of the
circuit where f; = x; +U(Xps), the specification polynomial
fspec and the miter polynomial f,,, so that J = (fypec, f1,- -, fi:
xi+U(XPI); e 7fs‘7ﬁn>'

Theorem IIL.1 (Rectification Theorem, Thm III.1 in [6]).
Construct two ideals:
o Jr = (fspees frs-- o fi i xi+ 1,0 fs, fm) Where f; 1 x;i+
U(Xpr) in J is replaced with f;: x; + 1.
o Jg= <fs‘pecvfla cee 7fi F Xy 7fs‘7ﬁn> where ﬁ :xi+U(XPI)
in J is replaced with f; : x; + 0.
Compute E; = (Jp +Jo) NFx[Xpr] and Eg = (Jg +Jo) N
F[Xpr] to be the respective elimination ideals, where all
the non-primary input variables have been eliminated. Then
the circuit can be rectified with a logic function at net x;
with the polynomial function f; : x; + U (Xp;) to implement the
specification iff 1 € Ep + Ey or iff reducedGB(EL+Eg) = {1}.

If reducedGB(Er + Ey) = {1}, then V(EL)NV(Ey) =0,
due to the Weak Nullstellensatz (Thm. II.1), which is a poly-
nomial analog of UNSAT checking. For UNSAT problems,

the formal logic and verification communities have explored
the notion of abstraction of functions by means of Craig
interpolants [5]. In propositional logic, the concept is defined
as follows:

Definition III.1. Let (A,B) be a pair of CNF formulae (sets
of clauses) such that A A B is unsatisfiable. Then there exists
a formula 7 such that: (i) A = I, (ii) I A B is unsatisfiable;
and (iii) I refers only to the common variables of A and B, i.e.
Var(I) C Var(A) NVar(B). The formula I is called the Craig
interpolant (CI), or interpolant for short, of (A,B).

Associating varieties of ideals V(J4),V(Jp) to Boolean
functions A, B in Def. III.1, it was mentioned in [6] that there
exists an ideal J; s.t. its variety V(J;) corresponds to a CI in
finite fields. Let polynomials {gy,...,g:} represent the GB of
ideal J;. Then a polynomial function U can be computed from
JrasU=(14+g1)(14+g2) - (1+g)+1, and x; = U serves as
a corresponding rectification function. The reader may refer
to Section III in [6] for full details.

In what follows, we provide a detailed theory of CI in finite
fields that helps to characterize the entire interpolant lattice.
This allows to explore/compute various interpolants, including
the smallest and the largest ones. This, in turn, allows to
synthesize various rectification functions in order to search
for a low-cost implementation.

IV. THEORY

We describe the setup for Craig interpolation in the ring
R = Fy[x1,...,x,]. Partition the variables {xi,...,x,} into
subsets A,B,C. We are given two ideals Jy C Fy[A,C] and
Jp C Fy[B,C] such that the C-variables are common to the
generators of both Ju,Jp. From here on, we will assume that
all ideals include the corresponding vanishing polynomials.
For example, generators of J4 include A? —A,C? — C, where
A?—A = {x!—x;:x; € A}, and so on. Then these ideals
become radicals and we can apply Lemma II.1. We use
VA,C(JA) to denote the variety of J4 over the IF,-space spanned
by A and C variables, ie. Vyc(Ja) C IF‘(? X ]Fg Similarly,
VB,C(JB) C Fg X Fg

Now let J = Jy +Jp C Fy[A,B,C], and suppose that it is
found by application of the Weak Nullstellensatz (Thm. II.1)
that V4 g c(J) = 0. When we compare the varieties of J4 and
Jp, then we can consider the varieties in ]F;‘ X Ffj X IFS as
Vapc(a) = Vac(Ja) x Fg C IF;‘ X ]qu3 X Fg. With this setup,
we define the interpolants as follows.

Definition IV.1 (Interpolants in finite fields). Given two ideals
Ja CFy[A,C] and Jp C Fy[B,C] where A,B,C denote the three
sets of variables such that V4 gc(Ja) NVapc(Jp) = 0. Then
there exists an ideal J; satisfying the following properties:

D) Vagc(J1) 2 Vasc(Ja)
2) Vac(J1)NVapc(Jp) =0
3) The generators of J; contain only the C-variables; or J; C
Fq(C].
We call V4 g c(Jr) the interpolant in finite fields for the pair
(Vagc(Ja),Vapc(Jp)), and the corresponding ideal J; the
ideal-interpolant.



As the generators of J; contain only the C-variables, the
interpolant Va g c(J;) is of the form Vapc(Jp) = Fy x F5 x
Vc(Jr). Therefore, the subscripts A,B for the interpolant
Va,p,c(Jr) may be dropped for the ease of readability.

We will use the following example of rectification of a mod-
ular multiplier to explain the various concepts we introduce for
interpolants and how these concepts can be used to generate
multiple rectification functions.

T fin 2
ay s
| f12)

— S

bo f13)2

R

by | T(,\SS

Fig. 2: A 2-bit buggy modulo multiplier implementation

Example IV.1. Fig. 2 shows a buggy implementation of a 2-
bit modulo multiplier. The gate at net ez should be an AND
gate; instead the XOR gate generates a bug in the design.
The specification polynomial is fypec : Zs+A-B (mod P(X)).
We model the problem in the field Fy =Fy4, as Z = {z1,20},
and A ={ay,a0}, B={b1,bo} are the 2-bit output and input
operands, respectively. P(X) = X>4+X + 1 is the irreducible
polynomial used to construct Fy = F»[X] (mod P(X)), with
P(a) =0.
The polynomials describing the circuit are given as

fiiZ+zo+0z1;5 forer+es+sy;

friA+ap+o0ar;  fio:es+bo+s3;[bug]
f3:B+bo+abi;  fi1:so+aobo;
Ja:izo+so+eo; fi2:s1+aiby;
fsizi+eo+ros  fi3:s2+aibo;
fe:ro+er+ss;  fia:s3+ag+bo+aobo;
Jfrreo+sie;  fisisa+bo+1;
fa:ie1+sex;  fie:ss5+aoby;

The algebraic miter can be modeled as the polyno-
mial f, =t-(Z —Zs) — 1. We construct the ideal J =

<fspec,fl g aflﬁvfm>'
Now let’s apply single-fix rectification theorem (Thm. II1.1)

at e3. From J, we construct the two ideals Ji, and Jy as follows,
]L: <fspec>f1w~-7f9793+1af11w~-7f167fm>7
I = (fspecs f1,- -+ fo,€3+0, fir,.. ., fi6, fm)-

Next we compute the elimination ideals E; and Ey,

E; = <b0,b1 +1,a1+ l,a(%—I—ao),
Ey = <b0+ l,b%—&-bl,al + 1,a%+ao>.

Computing GB(E + Ey) results in {1} indicating that the
circuit can be single-fix rectified at net e3. As V(EL)NV (Ey) =
0, we can say that (Er,Ep) is a possible pair for interpolation.
From Def. IV.1, for Jy = Ep and Jp = Ey, the three sets of
variables A,B,C are A=B=0,C = Xp;.

Theorem IV.1. An ideal-interpolant J;, and correspondingly
the interpolant V4 g c(Jr), as given in Def. IV.1, always exists.

Proof. Consider the elimination ideal J; = J4 NIF,[C]. We show
Ji satisfies the three conditions for the interpolant.

Condition 1: V4 g c(Jr) 2 Va g c(Ja). This condition is trivially
satisfied due to construction of elimination ideals. As J; C J4,
Vagc(r) 2 Vapc(Ja).

Condition 2: Vi gc(J1) NVapc(Jp) = 0. This condition can
be equivalently stated as Vpc(Jr) NVac(Jp) = 0 as neither
Jr nor Jp contains any variables from the set A. We prove
this condition by contradiction. Let’s assume that there exists
a common point (b,¢) in Vpc(J;) and Vgc(Jp). We know
that the projection of the variety Pry(Va c(Ja)) is equal to the
variety of the elimination ideal V¢(Jr), where J; = J4 NF,[C],
due to Lemma II.1. Therefore, the point (¢) in the variety of
Jy can be extended to a point (a,c) in the variety of Jy. This
implies that the ideals J4 and Jp vanish at (a,b,c). This is
a contradiction to our initial assumption that the intersection
of the varieties of J4 and Jp is empty. Thus J;,Jp have no
common Zeros.

Condition 3: The generators of J; contain only the C-variables.
This condition is trivially satisfied as Jj is the elimination ideal
obtained by eliminating A-variables in Jy. O

The above theorem not only proves the existence of an
interpolant, but also gives a procedure to construct its ideal:
Jr = JaNF,[C]. In other words, compute a Grobner basis
G of J4 wrt. the elimination order A > B > C and take
G; = GNT,[C]. Then Gy gives the generators for the ideal-
interpolant J;.

Example IV.2. For the ideals J4 = E;, and Jg = Ey in Example
IV.1, we can compute an ideal-interpolant J; as described in
the proof above: J; = Jys NFy[C] = EL NF4[Xp;] = Er, because
E; contains Xpy variables only. As a result, the ideal Ey is
itself an ideal-interpolant. From E, we compute U =1+ (1+
bo)(14+ (b1 +1))(1+(a1+1)) = a1bibg+a1b1 +1 as shown in
[6]. As (+,-) (mod 2) are XOR, AND respectively, we obtain
e3 =—((a1 Aby Abo) ® (a1 Aby)) as a rectification function.

Theorem IV.2. The interpolant V4 g (Js) corresponding to
the ideal Jg = Jy NF,[C] is the smallest interpolant.

Proof. Let J; C F,[C] be any another ideal-interpolant # Js.
We show that V¢ (Js) C Ve (J;). For Ve(Jp) to be an interpolant
it must satisfy: Va gc(Ja) € Vagc(Jr), which is equivalent
to: I(Vagc(Ja)) 21(Vagc(Jr)) = Ja 2 Ji, due to Theorem
I1.3. As the generators of J; only contain polynomials in C-
variables, this relation also holds for the following

Ja ﬁFq[C} DJ = Js 2 J = Ve(Js) S Ve(Jh). |

Due to this theorem, the ideal-interpolant J; computed in
Example IV.2 is the smallest interpolant. In other words, Ef
for our circuit is the smallest interpolant for the pair (E.,Eg).

Now we discuss how the largest interpolant can be com-
puted. For this, we will make use of quotients of ideals.

Definition IV.2. (Quotient of Ideals) If J; and J, are ideals
in aring R, then J; : J, is the set {f €R | f-g€ J1,Vg €]}
and is called the ideal quotient of J; by J>.



We can use ideal quotients to compute the complement
of a variety. Given an ideal J' C R containing the vanishing
polynomials, suppose we need to find an ideal J such that
V() =F; V(') =V(J)—V(J'), where “~” corresponds to
the set difference operation. Then J = Jy : J/ which can also
be computed using the Grobner basis algorithm [13].

Theorem IV.3. Consider the elimination ideal J; = JgNF,[C].
The complement of the variety Vc(J;), computed as Fqc —
Ve(J7), is the largest interpolant.

Let J; be the ideal corresponding to the largest interpolant
Ve(JL) = ]Fqc —Vce(J;). This ideal-interpolant J; can be com-
puted as J; = (Joc : J;), where Joc is ideal of vanishing
polynomials in C-variables.

Example 1V.3. Using J4 = Er and Jp = Ey from Example
IV.1, we compute their largest interpolant.
o First compute the ideal J; = Jg NFy[C] = Ex NF4[Xp/]
which results in J; = Ey, as Ey comprises Xpy only.
o Then compute Ji, as Jo xp, :Ji which results in J;, = <a%+
ao,b%-ﬁ-bo,b%—i—bl,a]b@.
As Jp = Jo xp; : Eg, we will denote the largest interpolant for
the circuits using Ej;.

Lemma IV.1. The total number of interpolants for the pair
(Ja,Jp) is 2ISMUD)| | where Jp = (J: Js).

Proof. As Ve(Jp) = Ve : Js) = Ve(JL) — Ve(Js) and
|SM(Jp)| = |Ve(Jp)|, the total number of interpolants is the
size of the power set of Vo(Jp). O
Example IVA4. For the circuit in Example IV.1, we know (from
Example IV.2 and from Example 1V.3) that,

Js = Ep = (bo,b1 +1,a1 + 1,a§ +ap)
Jr :E;{ = (a(2)+a0,b(2)+b0,b%+b1,a1b0>

Computing Jp = Jp : Js gives Jp = <a(2) + ao,b(z) + bo,b% +
by,a1bog,a1by). The standard monomials for Jp are SM(Jp) =
{l,al,b17ao,bo,alao,blao,blbo,aobo,blaobo}. Therefore, the
total number of interpolants for the given pair (Ep,Ey) are
21SMUp)l = 210 — 1024, implying that 1024 different functions
exist that can rectify the bug.

The structure of the interpolant lattice: Let / = |SM(Jp)|.
Then, the number of levels in interpolant lattice are [+ 1, and
the number of elements (interpolants) at each level i is (f),
0<i<Ll.

We now describe a procedure for enumerating all the
interpolants for a given pair (J4,Jp). This is made possible
by exploiting the relationship between the interpolants and
SM(Jp). This procedure can only be applied while operating
over the field [F,.

Theorem IV.4. Given the interpolant setup over F»[A,B,C],
let SM(Jp) = {my,...,m;}. Construct a polynomial f; using
any linear combination of {mj,...,m;} as,

fi=h-mi+A-my+---+A-my 2

where each A; € F, = {0, 1}. Then all the ideal-interpolants J;
can be obtained as,

Jr=Js-(Up+{fi)) 3)

Proof Outline: Because A; € {0, 1}, there can be 2/ such f;
(Eqn. (2)), and as |[SM(Jp)| = I, the number of interpolants is
also 2!. Therefore, each fi in Eqn. (3) will result in a distinct
interpolant.

As a result, we can use Theorem IV.4 to compute all the
interpolants (i.e. all admissible rectification functions) for the
pair (Er,Eg).

Example IV.5. In Example 1V.4, we computed SM(Jp) =
{1,a1,b1,a9,bo,a1a9,b1a0,b1bo,aobo,braoby }. Let’s construct
a polynomial fi as in Eqn. (2) with {Aj,..., Ao} =
{1,1,0,0,1,0,0,0,0, 1}. Therefore, fi =1+ aj+ by~ bapb.
Using Eqn. (3), we get an ideal-interpolant J; = <b(% —|—b0,b% +
bi,a; +bo+ 1,a0b1 by, a(z) +ag). Then, rectification polynomial
U = b1boajag+bi1boag + by +ay + 1, and rectification Boolean
Sunction e3 = —((by ANbgANay Aag) ® (b1 Abo Aag) Dby D ay)
As another example, if we construct a polynomial f, as
in Eqn. (2) with {\1,...,M0} = {0,0,0,0,1,0,0,0,0,0}, then
J> =by. In this case, the ideal-interpolant J;y = <a% +a1,b% +
bl,a(2)+a0,b0>. The rectification polynomial is U = by corre-
sponding to a lower cost rectification function ez = by.

V. EXPERIMENTAL RESULTS

Based on the aforementioned theory, we have performed
rectification experiments on finite field arithmetic circuit
benchmarks that are used in cryptography. We have imple-
mented the procedures to perform the rectification check,
to compute ideal Jp, and to compute subsequent ideal-
interpolants J; using the SINGULAR symbolic algebra com-
putation system [ver. 4-1-0] [14]. Synthesis of the rectification
polynomial function x; = U(Xp;) into a mapped gate-level
netlist is performed using the abc tool [15]. The experiments
are conducted on a desktop computer with a 3.5GHz Intel
Core™ i7-4770K Quad-core CPU, 32 GB RAM, running 64-
bit Linux OS.

We have performed experiments with two different sets of
finite field benchmark circuits. The first set contains Mastro-
vito multipliers, with various operand widths k, that perform
modular multiplication Z = A x B (mod P(x)), where P(x)
is a given irreducible polynomial in Fy and A,B,Z are k-
bit operands. The second set comprises circuits that perform
point addition over elliptic curves in Fyx — an elliptic curve
cryptography (ECC) primitive.

The experiments are setup in a similar fashion as in [6]. A
bug is introduced in the implementation circuit, and based
on Thm. III.1, the respective elimination ideals E; & Egy
are computed. Single-fix rectifiability is ascertained for a
net x; by checking if 1 € Ep +Ey or V(E,)NV(Eg) = 0.
Correspondingly, treating the ideals E; and Ep as Jy4 and
Jp, respectively, we compute the ideals corresponding to the
smallest interpolant as Jy = GB(E) and the largest interpolant
as Jp = GB(E};), where Ej; = Jy : Ey. We then compute the
ideal Jp = J : Js, through which the standard monomials
SM(Jp) are obtained. Then the number of interpolants (i.e.
the number of admissible rectification functions) is given by
|SM(Jp)|. Subsequently, we use Thm. IV.4 to traverse the
interpolant lattice. Starting from the smallest interpolant V (Js),
we produce successively larger ones V (J;)’s, terminating at the
largest interpolant V (Ji.).



TABLE I: Mastrovito Multipliers. (n): # of gates, (t): time in seconds

Area Cost(n)

Cycle-time: Gate delay

Op. Width £ | # of Gates | Rect. Check(t) | # of Interpolants | Comp. Time(t) | Syn. Time(t) Towest | Highest | Smallest Targest
4 45 0.01 8 0.03 0.53 3% 5 3% 5
8 172 0.03 16 0.04 1.02 5% 18 3* 11
16 808 0.37 32 0.08 2.05 14* 80 7* 39
32 2,858 15.70 32 0.24 1.96 17* 78 7* 39
64 11,200 741.75 64 676.57 4.48 57* 318 21% 149
96 24,523 5,985.2 64 3,170.63 4.5 59* 318 21% 149
TABLE II: Point Addition. (n): # of gates, (t): time in seconds
Op. Width £ | # of Gates | Rect. Check(t) | # of Interpolants | Comp. Time(t) | Syn. Time(t) LO\I;:? COI?lti(g})les T gr{;lﬁezsme. G]z_iz-;:tlay
4 58 0.02 4 0.03 0.27 7* 12 4% 7
8 206 0.07 36 0.04 2.45 71* 146 32% 70
16 1,285 3.62 64 0.80 10.67 733%* 1081 330* 520
32 3,926 81.45 48 2.85 3.81 188* 405 80* 200
64 15,313 4,751.9 48 98.92 3.83 200 404 82 197

Table I shows the results for Mastrovito multipliers. Column
3 shows the time to perform the single-fix rectification check.
Columns 4 and 5 show the total number of interpolants
generated using our approach and the time to compute all
of them, respectively. For each ideal-interpolant, we compute
a rectification polynomial U(Xps). These polynomials are
converted to Boolean AND-XOR logic circuits and written
in BLIF format. We use the command mfs2 in abc to optimize
the logic and perform technology mapping on to AND, XOR
gates and inverters. The total time for synthesizing circuits
from all U-polynomials is shown in column 6. For the resulting
mapped circuits, we depict the lowest and highest area-cost im-
plementations (number of gates) for the respective rectification
functions, shown in columns 7 and 8. The shortest and longest
gate-delays (cycle-time) of the synthesized functions are also
depicted in columns 9 and 10, respectively. A **’ in columns
7 and 9 implies that the lowest area-cost implementation of
U(Xp) also incurs the shortest delay.

Point addition operation in F, is also implemented as a
set of multivariate polynomials, which are synthesized into
a circuit. Table II shows the corresponding result for one of
the blocks with specification polynomial D = B*- (C + aZ?).
Here B,C,D,Z; are k-bit operands and a € Fy:. As seen from
the results in both tables, exploring the interpolant lattice is
beneficial as it allows us to choose interpolants with low cost
in a reasonable amount of time. For example, for a 96-bit
Matsrovito multiplier, we enumerate 64 different interpolants
in 3170 seconds. All of these can be synthesized in 4.5
seconds, where the lowest area cost implementation consists of
59 AND/XOR/INV gates, whereas the highest cost interpolant
implements 318 gates. The most computationally expensive
parts of the experiments are performing the rectification check
and computing the ideal Jp. We are currently working on
term-order based heuristics to avoid multiple expensive GB
computations and make the approach more practical.

VI. CONCLUSION

This paper has presented a detailed theory and algorithm
describing the notion of Craig interpolants for a pair of
polynomial ideals in finite fields with no common zeros.
The approach utilizes concepts from computational algebraic

geometry. Interpolants always exist in this setting, and they
correspond to the variety of an elimination ideal. In addition
to defining the smallest and the largest interpolants, techniques
are described to compute them using Grobner basis concepts.
The total number of interpolants is also determined, and a
technique is presented to enumerate all possible interpolants.
These algebraic interpolants are used as rectification functions,
and experiments are performed that demonstrate the benefit
of exploring the interpolant lattice to search for low-cost

implementations. REFERENCES

[1] K. Gitina, S. Reimer, M. Sauer, R. Wimmer, C. Scholl, and B. Becker,
“Equivalence Checking of Partial Designs Using Dependency Quantified
Boolean Formulae,” in Proc. Intl. Conf. Comp. Des. (ICCD), 2013.

[2] M. Fujita, “Toward Unification of Synthesis and Verification in Topo-
logically Constrained Logic Design,” Proceedings of the IEEE, 2015.

[3] K.-F. Tang, C.-A. Wu, P.-K. Huang, and C.-Y. R. Huang, “Interpolation
based incremental ECO Synthesis for Multi-Error Logic Rectification,”
in Proc. Design Automation Conf., 2011, pp. 146-151.

[4] A. Dao, N.-Z. Lee, L.-C. Chen, M. Lin, J.-H. Jiang, A. Mishchenko,
and R. Brayton, “Efficient Computations of ECO Patch Functions,” in
Proc. Design Auto. Conf., 2018.

[5] W. Craig, “Linear reasoning: A new form of the Herbrand-Gentzen
theorem,” Journal of Symbolic Logic, vol. 22, no. 3, pp. 250-268, 1957.

[6] U. Gupta, L. Ilioaea, V. Rao, A. Srinath, P. Kalla, and F. Enescu, “On
the rectifiability of arithmetic circuits using craig interpolants in finite
fields,” in IFIP/IEEE Intl. Conf. VLSI (VLSI-SoC), 2018, pp. 1-6.

[7]1 V. Rao, U. Gupta, I. Ilioaea, A. Srinath, P. Kalla, and F. Enescu, “Post-
Verification Debugging and Rectification of Finite-Field Arithmetic
Circuits using Computer Algebra Techniques,” in Proc. Formal Methods
in CAD, 2018, pp. 121-129.

[8] F. Farahmandi and P. Mishra, “Automated Debugging of Arithmetic
Circuits Using Incremental Grobner Basis Reduction,” in IEEE Inter-
national Conference on Computer Design (ICCD), 2017.

[9] V. Rao and P. Kalla, “Discussions on recent automatic debugging

approaches,” 2018, available at http://eng.utah.edu/ utkarshg/cex.pdf.

S. Gao, A. Platzer, and E. Clarke, “Quantifier Elimination over Finite

Fields with Grobner Bases,” in Intl. Conf. Algebraic Informatics, 2011.

W. W. Adams and P. Loustaunau, An Introduction to Grobner Bases.

American Mathematical Society, 1994.

S. Gao, “Counting Zeros over Finite Fields with Grobner Bases,”

Master’s thesis, Carnegie Mellon University, 2009.

D. Cox, J. Little, and D. O’Shea, Ideals, Varieties, and Algorithms: An

Introduction to Computational Algebraic Geometry and Commutative

Algebra. Springer, 2007.

W. Decker, G.-M. Greuel, G. Pfister, and H. Schonemann, “SINGULAR

4-1-0 — A computer algebra system for polynomial computations,”

http://www.singular.uni-kl.de, 2016.

R. Brayton and A. Mishchenko, “ABC: An Academic Industrial-Strength

Verification Tool,” in Computer Aided Verification, vol. 6174. Springer,

2010, pp. 24-40.

[10]
[11]
[12]

[13]

[14]

[15]



